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MEMORANDUM FOR DCS, G-2 and 470 MI GRP Personnel  

SUBJECT:  Automated Information System (AIS) Security Standing Operating Procedures 

(SOP)

1. REFERENCES:

a.  AR 380-5, DA Information Security Program, 29 September 2000

b. AR 380-19, Information Systems Security, 27 February 1998

c. AR 380-67, Personnel Security Program, 9 September 1988

2. PURPOSE.  To provide guidance and establish procedures for the operation of

AIS within the DCS, G-2 and 470 MI GRP. 

3.    APPLICABILITY:  This SOP applies to all military personnel and civilian employees

or contractors who operate DCS, G-2 and 470 MI GRP AIS. 

4. RESPONSIBILITY:  The supervisory personnel and the Information Assurance 

Security Officers (IASO) are responsible for ensuring that the policies and procedures established by this SOP are implemented, read and understood by the personnel working in this organization.  All personnel must observe strict adherence to this SOP. 

5. PROCEDURES:  The procedures established by this document emphasize security 

requirements contained in the above references.  This SOP provides guidance for operation of AIS in the areas of , Physical Security, Environmental Security, Personnel Security, Procedural Security, Hardware and Software security as follows: 


a.  Physical Security:


(1)  Systems processing CLASSIFIED information CONFIDENTIAL and above:

                (a)  Only properly cleared and authorized personnel will be permitted to log 

onto/operate AIS.  The supervisor of this site can authorize the use of AIS by personnel from other activities to process classified information, but only after verifying their clearance, checking need to know and providing a USARSO AIS User Security Briefing, if user has not received one.

(b) Measures must be taken to eliminate the possibility of inadvertent viewing 

of classified information when unclear personnel are permitted entry into the facility.  Monitors will be blacked out or covered.  All removable storage devices will be removed from the computer and either secured or covered.  All classified printed copies will be secured or placed under appropriate classification cover.


(c)  The Central Processing Unit (CPU), monitor and printer will be marked with USARSO Label 380-11 (SCI) or 380-8 (SECRET) as appropriate so the operator can see the highest classification of information that is authorized to be processed on the system.

(d) All storage media such as diskettes will be marked with appropriate SF 

Label 712 (SCI), 706 (TOP SECRET), 707 (SECRET), or 708 (CONFIDENTIAL).  All classified diskettes made on the system will be stored in GSA approved security containers.  

(e) All ribbons used on the system will also be marked with appropriate SF 

label and stored in a GSA approved security container.

(f) Ribbons and diskettes that contain classified material, For Official Use 

Only (FOUO), or Privacy Act information will be destroyed IAW AR 380-5.

(g) Only General Dynamics, or cleared and authorized personnel will perform troubleshooting and maintenance on AIS hardware, software or equipment.  


(2)  Systems processing UNCLASSIFIED information:

(a) Supervisors may approve authorized personnel from other activities to operate the 

equipment, but only after providing a  USARSO AIS User Briefing.

(b)
Measures must be taken to eliminate the possibility of inadvertent viewing of sensitive information when unauthorized personnel are permitted entry into the facility.  Monitors will be 

blacked out or covered.  All removable diskettes will be removed from the computer and either secured or covered.  All sensitive printed copies will be secured or placed under cover.

       (c)
The CPU, monitor, and printer will be marked with USARSO Label 380-7  (UNCLASSIFIED), so the highest classification of information that will be processed on the system is clearly visible to the operator.

 
      (d) All UNCLASSIFIED storage media such as diskettes will be marked with SF Label 710.

 (e)
Only General Dynamics, or cleared and authorized personnel will perform troubleshooting and maintenance on AIS hardware, software or equipment.  


(3) Systems processing FOUO information:
(a)
Diskettes used FOUO or Privacy Act information (i.e., financial 

information concerning contracts, bids, loans, IG reports, adverse action reports, audits, OER/EERs, civilian performance ratings, SSNs, security clearance rosters, etc.) will be labeled using DA Label 97.

(b)
Diskettes used FOUO or Privacy Act information will be destroyed IAW AR 

380-5.

(4) All Systems:

(a)  AIS will be logged off and monitors powered down at the end of each work day and secured according to its security classification level.

(b) All offices and/or buildings housing AIS will be locked during non duty 

hours to prevent unauthorized use, loss or damage.  


b.  Environmental Security

(1)  Keep food and drinks away from computer systems and storage media. 

(2) Fire extinguishers for paper and electrical type fires will be located in the

vicinity of AIS and checked monthly.  If they are found to be inoperative, steps will be taken to replace them at once.

(3) AIS will not be placed where they may be subjected to water damage 

(i.e. under water pipes, sprinkler systems, air conditioners etc.).

(4) AIS and surrounding areas will be kept clean and as free of dust as possible.

(5) AIS will be disconnected from electrical power prior to an announced

interruption of power or severe weather conditions such as: lighting storms, hurricanes or flood warnings

(6) AIS will be connected to an electrical surge suppressors or an uninterrupted power

supply (UPS) to protect against damage caused by power fluctuations and outages.


c.  Personnel Security:

(1)  Systems processing CLASSIFIED information:

(a) All personnel who operate AIS will be identified, in writing, as ADP I 

(critical-sensitive), ADP II (non-critical sensitive), ADP III (non-sensitive). Foreign nationals will not be employed in AIS positions that meet the definition of ADP I or II IAW AR 380-67.

(b) Prior to allowing anyone access to the system, the user’s security clearance will be checked against the access roster to verify their clearance.  Only personnel with at least a SECRET clearance will be allowed to operate SIPRNET stations. Only personnel with at least an SCI clearance will be allowed to operate SCI stations.

(c) The IASO will brief each person who operates the system.  An initial 

AIS User Briefing, annual updates, and departure debriefing are required.  Records of briefing and debriefing will be maintained on file at the site.

(2)  Systems processing UNCLASSIFIED information:

(a) All personnel who operate AIS will have completed at least a favorable 

ENTNAC (military) or NACI (civilians). Foreign nationals in ADP III positions must have an equivalent investigation.

(b) The IASO will brief each person who operate AIS.  Initial AIS User Briefings, 

annual updates, and departure debriefings are required.  Records of briefings/debriefings will be maintained on file at the site.

    d.  Procedural Security:

(1) Storage of classified information on the hard disk is not permitted, unless the 

AIS is located in an area approved for open storage of classified information at the same level.

All classified processing will be done on unremovable hard drives and written/stored removable storage media.

(2) Removable magnetic media (floppies, hard disk, cartridges, and tape cartridges) will
be removed, properly marked, according to the highest classification of the system in which they were used in accordance with ref 1, para 4-32.

(3) Never leave AIS unattended once classified processing has started.  Classified hard drives will be removed and stored in a GSA approved container when unattended.  Always log off and secured classified hard drives except in open storage approved SCIFs.
(4) Computer systems will be marked to indicate the highest classification and 

access level.

(5) Systems will be positioned as not to have a clear view from windows or doors to 

protect sensitive and/or classified information.  

(6) Warm booting (also referred to as a warm start, ctrl-alt-del or hit reset button), 

rather than turning the system off and on, will be used whenever possible unless a cold boot is otherwise required or a warm boot is ineffective because the keyboard is “locked-up.”

(7) All systems will be logged off at the end of each session and monitors turned off at end of the work day.

e.  Hardware Security:

 
(1) Computer hardware will be identified by serial numbers.  New hardware will be 

purchased or obtained through AFSO-IN-PM or by General Dynamics.  AIS will not be relocated or added to the present processing environment without notifying the IASO and the IAM for accreditation purposes.

(2) AIS will not be abused, modified, or tampered.  Any problems or system malfunctions 

will be reported to the General Dynamics Systems Administrator (SA).  The user will provide a POC, room and phone number and statement of the problem

(3) All AIS will be labeled to indicate the highest level of processing allowed on 

the system as per 5a(1)(c) and 5a(2)(c) above.

(4) All serviceable/unserviceable AIS excess will be identified to General Dynamics,

for technical inspections (TI).


(5) AIS identified for transferred, turn in or disposal will be cleared or sanitized according as appropriate.  The Installation IAM will provide clearing/sanitation instructions.

(6) The use of government systems for personal matter is limited to non-business

or non-profit use.  Use will be mainly for informational purposes during non-duty hours.  Use of profanity, pornography, vulgarity or immorality or access to such site is prohibited.

(7) The use of privately owned computer systems for official use is not permitted, 
exception may be granted by the DAA for unclassified processing only.  The use of privately owned computers for processing classified information is strictly prohibited.
f. Software Security:

(1) Only USARSO approved software will be loaded on this organization’s AIS.  Any 

additional or unique software requirement will be forwarded to General Dynamics.  The license agreement will be observed in all cases - NO PIRACY OR BOOT LEGGING.  Unauthorized software will not be installed or used.

(2) Copyrighted software may only be copied as explicitly set forth in the contract 

under which it was acquired.  Copyright laws prohibit the use of the operating disks for any other purpose than to be installed on the system it was purchased for.  The operating disks for your system will be used only for that system and no other system.

(3) Storage media back-ups, labeling and marking:

(a) Back up of information stored on the hard disk is the responsibility of General Dynamics.

(b) All magnetic media (floppies, hard disks and tape cartridges) will be

marked as per 5a(1)(d) and 5a(2)(d) above. 

(c) Diskettes containing sensitive privacy act data will be marked “FOR 

OFFICIAL USE ONLY - Privacy Act Data.”  Both the label on the diskette and its protective jacket will be appropriately marked.

(d) As an item of government property, diskettes are subject to inspection or 

examination for the presence of unauthorized data or software.

(e) Diskettes are fragile items and misuse or mishandling can damage them. 

(f) Do not touch exposed areas or try to wipe the diskette clean.  

(g) Keep diskettes out of direct sunlight and away from extreme heat.

(h) Do not place diskettes near any magnetic source such as telephones, radios, 

tape recorders, speakers, and microwave ovens

(i) Do not bend diskettes or place rubber bands or clips on them.

(j) Do not write directly on diskettes with a ballpoint pen, pencil, or other hard 

writing instruments.  Use a felt tip pen.


(l)  Store diskettes vertically in their jackets in either diskette storage trays or boxes to avoid pressure to the sides.

(m)  Do not place diskettes on terminals, in books or under equipment.

g. Portable computer systems:

(1) Portable computers are small lightweight, easy to carry AIS.  They include laptops, 

notebooks, handheld, palmtops and personal digital assistants (PDA’s).  This valuable, but vulnerable resource requires special handling and protection by the user. 

(2) Users will carry a copy of the accreditation document and follow accreditation 

instructions at all times while in possession of a portable computer.  User is responsible for providing required protection to portable computers and the information it processes/stores according to its classification level.

(a) Use of classified Laptops/Portable computers

(1) The use of Government Laptops or portable computers for processing

classified information is discouraged.

(2) Classified processing on privately owned portable computer is strictly

prohibited.

(3) Classified processing is limited to government approved facilities/locations 

for official use only.

(4) Users will have official Courier Authorization Card, DD Form 2501 

while in possession of classified portable computer system.

(5) Users will receive a security briefing prior to traveling with a classified

portable computer.

(6) User will ensure that systems are secured in GSA approved container 

overnight or when not in use. 

(7) Personnel will not be allowed to enter a SCIF with a laptop or any type

of portable computer without ISSM or SSO authorization. Personal laptops are not allowed.

(8) Laptops/portable computer will be purged of all classified information

and password changed each time it is deployed or at least every ninety days as per ref 1b. para 2-14.

(b) Use of sensitive but unclassified (SBU) laptops/portable computers:

(1) The use of government owned portable computers for processing SBU

information is authorized according to accreditation instructions.

.

(2) Users are responsible for safeguarding sensitive information and securing 

laptop/portable computer under locking key while not in his/her possession.

(3) All information will be written/stored on removable storage media 

(i,e floppy disks, magnetic tape).

(4) The IASO will ensure that all information is purged.

(5) Passwords laptop/portable computers that process SBU information will 

changed every 180 days as per ref 1b, paragraph 2.14.

g. Continuity of Operations:

(1) All AIS shall have a basic Continuity of Operations (COOP) plan for data and software.  Some customers may impose more stringent procedures to ensure a continuity of operations in the event of natural disasters, malicious acts or other situations.  Backup procedures are part of every contingency plan and are accomplished as a defensive measure.  The existence of backup procedures is the primary consideration for continuity of operations.  These procedures include provisions made for the recovery of information and software libraries and for the restart or replacement of AIS equipment after AIS failure or disaster.  Copies of backups will be maintained at offsite locations.  It will do no good to maintain the backups in the same location as the originals if for example a fire destroys both the original and the backups. 

(a) The System Administrator (SA) will ensure that backup copies of operational software are made weekly.  Copies of original software will be made IAW software licensing agreement. However, these copies will be maintained separate from the originals.

(b) Coordinate with the IASO or SA that operate systems to provide mutual backup support in the event that the AIS becomes inoperable.  This is the path that will be used in any event not involving complete LAN/WAN outages. 

(c) Backup copies will be stored offsite in a lockable container and clearly marked with the systems information (i.e. systems name, location).

(d) In the event of any system malfunction the IASO or SA will be notified immediately. Complete details of the system failure and cause will be provided to the installation IAM as soon as possible. 

6. USER AWARENESS:  This SOP provides guidance for operation of AIS in the areas of, User Awareness, Importance of Passwords, Virus Information, Hoaxes, Reporting Policy, Auditing Activity, Monitoring, and a Computer User Agreement:
a. User Awareness:
             (1) Since almost all USARSO/470MI GRP computers are networked, your computer has

access either through your local area network (LAN) or over the Internet to almost every unclassified computer in the entire Department of Defense (DOD). This internetworking of computers makes your computer a gateway to vast amounts of sensitive but unclassified information. The security of our networks is only as strong as the weakest link. As a user of a computer at the USARSO/470MI GRP, you play a key role in ensuring the availability, confidentiality, and integrity of our data. Pay attention to what follows, and you will not be the weakest link.
                       (a). If you can get out, a hacker can get in. A basic premise of networked computing is that if you have access to the Internet through your computer, hackers have access to you. Remember, the internet is a two-way street.
                       (b). Since your computer is “trusted” by other computers, it provides access to various military networks. “Trusted” means that other computers recognize your computer as a Department of the Army computer. As such, you can obtain passwords and gain access to certain information not available to non-Army users. Based on that, your actions can put your computer, your unit’s network, and all Army computer networks at risk. Your use of an Army computer therefore gives you a critical responsibility to help protect our information
b. Importance of Passwords:
             (1) Your password is the key that gets you onto the information highway. While this key opens the vast world of the Internet and various military networks, it can also allow others access to the same information. Maintaining the security of your password is therefore one the most important security precautions you must take as a user.

              (2). You should not write down your password, nor should you ever share your password with anyone. If someone obtains and uses your password, they could become you in the virtual world. You are responsible for anything that occurs on the network under your log-on name and password. If you share your password and someone logs on as you and then hacks a website or downloads a hacker tool, you will be held responsible. The security of your password is important to maintaining the integrity of our networks. If your password is compromised, a computer intruder can access all data to which you have access.

               (3)  Passwords that are very vulnerable to password-cracking programs continually used by hackers. Most cracker programs compare passwords to dictionaries. If your password is made up of words or acronyms, the program unscrambles your password and gives the

hacker access to your computer. Once hackers gain access to your computer,

they have access to much of the DOD network. Password protection is therefore

essential. Passwords should be constructed using the following guidelines:

                          (a) USE:

1) 8 to 14 characters in your password length

2) No less than 3 of the possible 4 combinations:

      a) Alphabetic characters (uppercase A, B, C, …Z)

b) Alphabetic characters (lowercase a, b, c, …z)

c) Numbers (1, 2, 3, …0)

d) Special characters (@, $, *, &, etc.)

c. Virus information:
(1) Computer viruses are programs that corrupt and damage programs and data. A program does not have to perform malicious actions to be a virus; it only needs to infect other programs. Almost all viruses, however, perform malicious actions. Deliberately introducing “malicious logic” (the technical term for viruses and other malicious programs) into any Government information system is a Federal crime for any soldier, DOD employee, or contractor. Withholding information needed for effective implementation of countermeasures or anti-virus protection is also against the law.
(2) How do viruses get into your computer? Viruses can invade a system through 

anynormal means of communicating, transferring, or sharing information (for example, through diskettes, CD-ROMs, modems, network interfaces, communication ports). The most common means of spreading a virus is through e-mail. Viruses that are spread through e-mail are inserted into files, which are sent as e-mail attachments. Remember that the virus is not in the body of the e-mail; it is in the attachment. Opening the attachment releases the virus. This is the most common method of spreading new viruses; users therefore need to be very careful when receiving e-mail attachments. The recent Melissa virus compromises data confidentiality and clogs the e-mail system, hindering data availability. The Melissa virus looks into your personal address book. If you open the infected e-mail attachment, such as a Word document, the virus will send your document to the first 50 addresses listed in your personal address book. An even newer and more destructive virus is the ExploreZip.worm. This virus erases a wide variety of files, including Word documents, Excel spreadsheets, and PowerPoint briefings.

(3)  Currently, many macro viruses exist (both Melissa and

ExploreZip.worm are macro viruses). They are written for Word macro language and are spread through Word documents. This is a very serious problem, since we exchange so many Word documents by e-mail; as soon as the attached document is opened, the virus is activated. The more creative macro viruses use your personal address book or in-box to rapidly spread the virus by e-mail. The Melissa virus was spread worldwide in a matter of days. The speed at which new viruses can be spread by e-mail can cripple an entire e-mail system by generating more messages than the system can handle. If you receive an email message with a suspicious attachment, scan the attachment for viruses before opening it. If you are still concerned, do not open the attachment; instead, contact your IASO/IAM.

       d. Chain-Mail, Virus Hoaxes, and Other Computer Hoaxes
 
(1)  The Internet is constantly flooded with warnings and information about viruses. Mixed in among the few real virus warnings are a variety of other hoaxes. You may have heard of some of them already (for example, Good Times, AOL V4.0 Cookie, the Bill Gates Hoax). These hoaxes do not infect systems, but they do consume your time, your coworkers’ time, network time, and resources; they therefore wind up being costly. In fact, these hoaxes, like viruses, recycle, which means they can occur time and again. If you receive an invalidated virus warning (one that originates from an unknown source), pass it on to your IASO/IAM first. If you receive an offer to make money by forwarding an e-mail message, you have more than likely received a hoax; even if such an email message is not a hoax, using a Government computer for personal profit is against the JER (Joint Ethics Regulation) and may be punishable. Remember, Bill Gates is not going tosend you money if you forward an e-mail message to thousands of people, but the Army might take some of your money if you do.
(2) Virus hoaxes are not real viruses, but they sometimes take up more time and can be harder to get rid of than a real virus. Virus hoaxes and other email hoaxes take up space on e-mail servers, use up network bandwidth, and waste people’s time. Virus hoaxes are more common (and sometimes more time-consuming) than actual viruses. They usually take the form of e-mail warnings sent to large numbers of people to warn them about nonexistent viruses or sending a postcard to some non-existent dying child who is attempting to get into the Guiness Book of World Records. Before you forward warnings such as these, search the Hoax Busters Web page at http://hoaxbusters.ciac.org/.
(3) If you receive a warning and are not sure if it is real, do not send it to everyone you know; forward it your help-desk or IASO/IAM. Here are some common hoaxes:

• Telephone Scam-Request to Forward

• Join the Crew

• Penpal Hoax

• AIDS Hoax

• Bill Gates $1000 chain-mail

• Bill Gates/Windows 98 chain-mail

• Yahoo! World Domination Virus

• Win-a-Holiday

• Bud Frogs Screen Saver

• Tommy Hilfiger

• BUDDYLST.ZIP
(4) When any of the items above are forwarded to large numbers of users, they use up bandwidth, take up space on e-mail servers, and mislead recipients. Forwarding chain-mail and hoaxes violates the JER and Army policy. 

(5) Hoaxes and chain email include false warnings and instructions. If you receive a message that does any of the following, you more than likely have received chain email or a computer hoax and should delete it immediately:
(a) A warning that reading a certain subject line will infect the user’s

 computer.Statements such as these are false for two reasons: First of all, no program (malicious or otherwise) can be released solely by reading an e-mail message. Users do need to take care, however, when opening or running e-mail attachments, which can contain viruses. Secondly, claims that particular subject lines can cause damage are also false. If true, those who develop viruses would use a subject line such as “Virus Alert: Please forward!” or several different subject lines. Malicious programs may be attached to messages with any subject line; users should therefore always scan attachments before opening or running them. Users should never have their e-mail applications configured to open or run attachments automatically.
 

(b) Language that appears to be very technical and expressions of urgency—sometimes both (for example, “The CPU will be placed in an nth-complexity infinite binary loop, which can severely damage the processor.”). Statements such as these are hoaxes. They often claim that hardware, such as hard-drives and monitors, can be damaged by a virus, even though this is impossible. They may also contain a lot of exclamation marks and emotionally charged stories about users who were “wiped out” by the virus. Usually the claims of damage are far above what any known virus can do, which may explain why hoaxes often state that “this is the worst virus ever known.”
(c) Statements that say the warning originated at or was issued by the Federal
 Communication Commission (FCC) or some other authority (for example, “FCC WARNING!!!!!—DEEYENDA PLAGUES INTERNET!”). The idea of mentioning the FCC in a hoax goes back to one of the earliest known hoaxes; the trend continues by hoax-writers who continue to copy that idea. The FCC has never issued computer-virus warnings. Other hoaxes list numerous authorities, including various Government agencies or university professors, as their source. Still others reference warnings issued by computer firms (for example, “IBM issued a warning last week.”). These warnings do not originate with the authorities listed. Agencies that do issue virus alerts include computer emergency response teams (for example, Air Force Computer Emergency Response Team, Australian Computer Emergency Response Team, Computer Emergency Response Team – Coordination Center, Regional Computer Emergency Response Team) and various firms that produce anti-virus software. Users need to pay particular attention to the source of the warning.
    
    
 (d) A request to forward a warning to other users (for example, “Please be careful and forward this e-mail to anyone you care about.”). These personal appeals tend to appear in almost every hoax; more than anything else, they cause users to forward the hoax, thus spreading it to other users. Legitimate virus alerts do not request users to tell all their friends and coworkers or to forward the warning by e-mail. The key word is “forward.” As soon as you receive a message that urges you to forward it to other users, delete it.
   
   (e) Heartrending pleas for sympathy (for example, “You can give her and her family a little hope, by forwarding this message. For every name to whom this message is sent, the American Cancer Society will donate 3 cents.”). Be particularly cautious with these sorts of messages. Do not allow the originator to trick you into forwarding messages such as these.
    (f) Tips on “how-to-get-rich schemes.”  If you receive a message that appears to 

be chain email or a hoax, do not forward the message. Instead, delete the email and go about your business.
d. Reporting Policy:

     (1) Users must report any suspected security incidents to their IASO or, in the absence of the IASO, to the organization’s information assurance manager (IAM). IASOs report to IAMs. 

b. Users must report all network-security incidents to their IASO. If you think you observed a network-security incident, report it to your IASO and let the IASO determine whether or not it requires further investigation.

(2) Users are often the first in the command to recognize a new virus. Reporting viruses to your IASO or IAM as soon as you detect a virus will greatly increase the chances of catching and stopping the virus from spreading any further. Other users can be warned and, subsequently, update their anti-virus software and scan their system for any new viruses. Early reporting of viruses also gets the word to computer users not to open e-mail attachments that contain the virus; warnings such as these are the best way to limit the spread of viruses that are transmitted in attachments.
(3) Users are also among the first to notice intrusions by hackers. Some indications of a possible intrusion are seeing a web-browser open on your screen without your having opened it, noticing your CD-ROM drive trying to read a compact disk (CD) without your prompting it, or finding that your files are mysteriously being deleted or moved. If any of these things are happening, you may be the victim of a hacker and must report the incident to your IASO or IAM immediately.

e. Auditing Computer-User Activity

(1) Auditing is defined as the independent review and examination of records and activities to assess the adequacy of system controls, to ensure compliance with established policy and operational procedures, and to recommend necessary changes in controls, policy, or procedures.
  
(2) Auditing has four goals:
(a) Review computer use.

(b) Reveal repeated attempts to bypass computer-protection mechanisms.

(c) Deter attempts to bypass security mechanisms and deter unauthorized use of       

     computers.

(d) Provide a record of computer-user activity. 

(3) Auditing must allow for review of:

(a) Access patterns to individual files.

(b) Access histories of specific processes, data, and web sites.

(c) Use and effectiveness of various protection mechanisms supported by the   

     system.
(4) Auditing records all known attempts to bypass security mechanisms. The IASO needs assurance that auditing will identify attempts to gain access or permission to system files or other restricted information on the system. The audit trail is a set of records containing the history of the activities occurring on a system. Audit trails provide multiple services. They are used to detect and deter penetration of a computer system and to reveal use that identifies misuse. Audit trails cover all applications on the system (for example, word-processing, e-mail, web-traffic, databases, access to shared directories). Audit trails also record events by date, time, user identity, location, and the file in use.
(5) Auditing must be done by someone other than the user. Even the

most secure system is vulnerable to attack. Auditing provides an excellent way of determining whether or not such attacks may take place and, if so, how.
(6)Auditing allows your organization to perform two very useful security functions: surveillance and reconstruction. Surveillance is the monitoring of user activity. Surveillance includes logons and logoffs, remote system access, logs of web-activity, opening and closing files, changes in privileges, changes in security attributes, and changes in user access. If the audit program is configured correctly, the IASO will be able to reconstruct all activity during specific times by specific users.
f. Monitoring:

Your use of a Government computer constitutes consent to monitoring. When you click OK on the warning banner, which opens when you start your computer, you are giving your consent to having your computer monitored. Your Government computer is provided to you for authorized use only. Government computers are monitored to ensure that use is authorized and that users follow security procedures. Monitoring is also done to see if hackers have gained access to computers.
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